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iView Security and Data Protection 

Corporate security policy governance for AIMCOR, AIMCOR Enterprise Insurance Group (AIMCOR EIG), and all 
other subsidiary divisions and/or affiliates of AIMCOR all referred to herein as AIMCOR hereinafter "the company". 

iView Secure Server: 
The iView application is hosted in the AIMCOR EIG secure server and the source and database reside 
within that server. 

Access control workflow has been impelled in the application, which prevents data belonging to one 
Regional office/Affiliated Institution from being accessed by other Regional Office/Affiliated institution. 

SSL Certificate & HTTPS Connection: 
Application has been secured using SSL certification and is an HTTPS connection to protect the data. All 
sensitive data is encrypted and stored in the Database. 

The iView application is published in AIMCOR EIG’s secure server and the backup of the code and 
database are moved into external hard disk drive by the AIMCOR EIG’s appointed personnel. The backup 
is retained for 5 days. 

iView access controls: 
Only the administrator has got access to the server and the database of the iView application. 
Administrator controls the various users and their roles within the application. Application has been 
secured using SSL certification and is an HTTPS connection. 

Users access is controlled by the AIMCOR EIG Administrator and is terminated immediately once the 
individual is no longer associated or employed by AIMCOR EIG or a Member Firm. 

Proof of Data Leakage Prevention 
iView application is an HTTPS application hence data is protected over Secure SSL connection when 
accessed from outside. 

All sensitive data (passwords, documents) is protected using encryption mechanism as per NIST 
standards in the Database. 

The application is hosted in the AIMCOR EIG’s server. AIMCOR EIG’s Infrastructure firewall control the 
Intrusion Detection Systems. 

iView data is 256bit Key encryption, all the documents which are uploaded in the application are 
encrypted using 256bit key encryption/decryption algorithm recommended by NIST standards. 

iView utilizes AES-256-CBC encryption method. Password Encryption 

Data Isolation 
All the data related to the affiliated institution is isolated using the respective Affiliated institution 
reference ID. One Affiliated institution’s data is not accessible for the other Affiliated institution. 




